
How are your good and bad 
users behaving during COVID?
A look back at the online traffic during 
the months that shaped our new normal.
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Retail and financial 
institution traffic goes up

More users accessed their financial 
services online. Since the lockdowns 
began, the total number of unique 
accounts accessed monthly has 
slowly increased. 

The number of new accounts 
created in the eCommerce industry 
has gone up since February, as 
people increasingly access goods, 
services, and entertainment online.

Changes in user behavior

Attacks are not slowing down 

500%

Example of a sophisticated 
attack during lockdown
A NuData client was targeted by a sophisticated attack at 
login that emulated human behavior. Although this mass-scale 
attack lasted several days, the client successfully mitigated it 
with NuData's passive biometrics technology. 

The attack: 
• Mass-scale ATO attack
• 100,000 login attempts over

several days
• Loaded JavaScript to emulate a

human user
• Use of keyboard to

provide information
• Low, human-like, velocity
• Bot-detection challenge rerouted

to  a human to solve

The result with NuData:

99.9%

+500,000
accounts protected

attack mitigation accuracy
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With the temporary closure of brick-and-mortar 
stores, some industries have seen an increase in 
their online traffic. Retail and financial institutions 
are two of them. 

Travel and ticketing traffic goes down 
The hardest hit industries are the travel and live events or 
ticketing industries. The slight traffic spikes in March in both 
industries represent the public’s need to reschedule, request 
a refund, or even purchase flights to return home.    

Watch the full webinar for more information on sophisticated attacks.

Sector Total

Use of the keyboard
to type the user 
information.

Execution of irregular 
keystrokes and pauses to 
mimic human behavior.

Utilize IP and location 
combinations that 
match.

Lower the velocity 
of the attack.

There has been a 500% increase in malicious new account creation 
from March to May, compared to the 2019 average.

Common sophisticated attack 
patterns that mimic human behavior 
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